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Introduction

Welcome to the 2025 edition of DLA Piper's Data Protection Laws of the
World Handbook. Since the launch of our first edition in 2012, this
comprehensive guide has been a trusted resource for navigating the
complex landscape of privacy and data protection laws worldwide. Now in
its fourteenth edition, the Handbook has grown to provide an extensive
overview of key privacy and data protection regulations across more than
160 jurisdictions. As we step into 2025, the global landscape of data
protection and privacy law continues to evolve at an unprecedented pace.
With new legislation emerging in jurisdictions around the world,
businesses face a growing need to stay informed and agile in adapting to
these changes. This year promises to bring new developments and
challenges, making the Handbook an invaluable tool for staying ahead in
this ever-changing field.

Europe

Established data protection laws in Europe continue to evolve through
active regulatory guidance and enforcement action. In the United
Kingdom, the UK government has proposed reforms to data protection
and e-privacy laws through the new Data (Use and Access) Bill (‘DUAB").
The DUAB follows the previous government’s unsuccessful attempts to
reform these laws post-Brexit, which led to the abandonment of the Data
Protection and Digital Information (No.2) Bill (‘DPDI Bill*), in the run-up to
the general election. Although the DUAB comes with some bold
statements from the government that it will “unlock the power of data to
grow the economy and improve people’s lives”, the proposals represent
incremental reform, rather than radical change.

United States

In the United States, legislation on the federal and in particular state level
continues to evolve at a rapid pace. Currently, the US has fourteen states
with comprehensive data privacy laws in effect and six state laws will take
effect in 2025 and early 2026. Additionally, at the federal level, the new
administration has signaled a shift in enforcement priorities concerning
data privacy. Notably, there is a renewed focus on the regulation of
artificial intelligence (AI), with an emphasis on steering away from
regulation and promoting innovation. This includes the revocation of
previous executive orders related to Al and the implementation of new
directives to guide Al development and use.

In the realm of children's privacy, many of the new administration's
supporters in Congress have indicated a desire to make the protection of
children on social media a top priority, and new leadership at the Federal
Trade Commission (FTC) appears aligned on this goal, albeit with a
willingness to take another look at the recently adopted amendments to
the Children's Online Privacy Protection Act (COPPA) Rule. Health data
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privacy remains a critical concern, with a handful of states following
Washington state's lead in enhancing or adopting health data privacy laws.
On the international data transfer front, Executive Order (E.O.) 14117 “
Preventing Access to Americans’ Bulk Sensitive Personal Data and United
States Government-Related Data by Countries of Concern” as
supplemented by the DOJ’s final Rule will impact companies transferring
data into certain jurisdictions, such as China, Iran and Russia. Another area
of focus for companies with an EU presence will be the Trump
administration's approach to the Privacy and Civil Liberties Oversight
Board, as itis a critical pillar of the EU/UK/Swiss-US Data Privacy
Framework.

Asia, the Middle East, and Africa

Nowhere is the data protection landscape changing faster —and more
fundamentally — than in Asia, with new laws in India, Indonesia, Australia
and Saudi Arabia, as well continued new data laws and regulations in China
and Vietnam. The ever-evolving data laws, as well as the trend towards
regulating broader data categories (beyond personal data), in these
regions continue to raise compliance challenges for multi-national
businesses.

Emerging trends in data governance

Unlocking data, regulating the relentless advance of Al, creating fairer
digital markets and safeguarding critical infrastructure against the ever
growing cyber threat, continue to impact and overlap with the world of
data protection and privacy. Perhaps most notably, the EU have introduced
a raft of new laws forming part of its ambitious digital decade, which will
bring huge change to businesses operating within the EU. With the rapid
adoption of artificial intelligence enabled solutions and functionality, data
protection supervisory authorities have been closely scrutinising the
operation of Al technologies and their alignment with privacy and data
protection laws. For businesses, this highlights the need to integrate date
protection compliance into the core design and functionality of their Al
systems. In the midst of this, the privacy community found itself at the
centre of an emerging debate about the concept of ‘Al governance’. This is
not a surprising development — Al systems are creatures of data and the
principle-based framework for the lawful use of personal data that sits at
the heart of data protection law offers a strong starting point for
considering how to approach the safe and ethical use of Al As Al
technologies advance, so will regulatory expectations. It is expected that
regulatory scrutiny and activity will continue to escalate and accelerate in
tandem with the increase in integration of powerful Al models into existing
services to enrich data. Whilst privacy professionals cannot tackle the Al
challenge alone, expect them to continue to be on the front lines
throughout 2025 and beyond.
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Disclaimer

This handbook is not a substitute for legal advice. Nor does it cover all
aspects of the legal regimes surveyed, such as specific sectorial
requirements. Enforcement climates and legal requirements in this area
continue to evolve. Most fundamentally, knowing high-level principles of
law is just one of the components required to shape and to implement a
successful global data protection compliance program.
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Australia

Data protection laws

Australia regulates data privacy and protection through a mix of Federal, State and
Territory laws. The federal Privacy Act 1988 (Cth) ("Privacy Act") and the Australian
Privacy Principles ("APPs") contained in the Privacy Act apply to private sector entities
(including body corporates, partnerships, trusts and unincorporated associations) with
an annual turnover of at least AU$3 million, and all Commonwealth Government and
Australian Capital Territory Government agencies.

Under the Privacy Act, the Information Commissioner, who leads the Office of the
Australian Information Commissioner ("OAIC"), has authority to conduct investigations,
including own motion investigations, to enforce the Privacy Act and seek civil penalties
for breaches of the APPs where an entity has failed to implement remedial efforts.

The Privacy and Other Legislation Amendment Act 2024 (Cth) (the "Privacy Act
Amendment Act"), which amends the Privacy Act, was passed in late 2024. The
majority of the amendments to the Privacy Act introduced by the Privacy Act
Amendment Act will commence in 2025, with a few exceptions. Key amendments in
the Privacy Act Amendment Act are discussed under the relevant topics in this Guide.
Additional key amendments include the introduction of:

* a statutory tort for serious invasions of privacy, applicable (amongst other criteria)
where the conduct in question was intentional or reckless;

* aframework for a Children's Online Privacy Code to be developed by the
Information Commissioner; and

* a criminal offence for doxing.

The Privacy Act Amendment Act was passed after the Attorney General’s Department
released the Privacy Act Review Report 2022 setting out 116 proposed amendments to
the Privacy Act. In the Government Response to the Privacy Act Review Report
released in 2023 the Australian Government “agreed” to 38 of the 116 recommended
changes, “agreed in principle” to another 68 and rejected 10. Notwithstanding the
passing of the Privacy Act Amendment Act, many of the "agreed in principle" changes
are still outstanding and, whilst the timing for the implementation of these changes is
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not yet clear, the Australian Government has indicated that further reform will occur in
2025. These additional revisions are expected to result in more prescriptive and
onerous requirements being imposed on organisations handling personal information
of Australian residents.

The Privacy Commissioner and Freedom of Information Commissioner were each
appointed in 2024. These roles were previously performed by the Information
Commissioner and the Information Commissioner retains overall responsibility for all
matters within the OAIC's remit, notwithstanding these appointments.

Most States and Territories in Australia (except Western Australia and South Australia)
have their own data protection legislation applicable to relevant State or Territory
government agencies, and private businesses that interact with State and Territory
government agencies. These Acts include:

* Information Privacy Act 2014 (Australian Capital Territory);

* Information Act 2002 (Northern Territory);

* Privacy and Personal Information Protection Act 1998 (New South Wales);
* Information Privacy Act 2009 (Queensland);

* Personal Information Protection Act 2004 (Tasmania); and

* Privacy and Data Protection Act 2014 (Victoria).

Additionally, there are other parts of State, Territory and federal legislation that relate
to data protection. For example, the following all impact privacy and data protection
for specific types of data or activities: the Telecommunications Act 1997 (Cth), the
Criminal Code Act 1995 (Cth), the National Health Act 1953 (Cth), the Health Records and
Information Privacy Act 2002 (NSW), the Health Records Act 2007 (Vic) and the Workplace
Surveillance Act 2005 (NSW).

Specific regulators have also expressed an expectation that regulated entities should
have specified data protection practices in place. For example, the Australian
Prudential and Regulatory Authority ("APRA"), which regulates financial services
institutions requires regulated entities to comply with Prudential Standards, including
Prudential Standard CPS 234 Information Security ("CPS 234"), and the Australian
Securities and Investment Commission regulates corporations more generally.

Other important privacy and data protection laws
Assistance and Access Act

The Telecommunications and Other Legislation Amendment (Assistance and Access) Act
2018 (Cth) ("AA Act") provides law enforcement agencies with access to encrypted data
for serious crime investigation and imposes obligations on "Designated
Communications Providers". However, the AA Act may inadvertently have a much
broader remit with limited judicial oversight, and has been the subject of much
criticism from local and global technology firms which have stated the legislation has
the potential to significantly impact security / encryption solutions in Australia.
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The AA Act allows various agencies to do any of the following:

+ Issue a "technical assistance notice", which requires a communications provider to
give assistance that is reasonable, proportionate, practicable and technically
feasible;

* Issue a "technical capability notice", which requires a communications provider to
build new capabilities to assist the agency. The Attorney-General must consult with
the communications provider prior to issuing the notice, and must be satisfied that
the notice is reasonable, proportionate, practicable and technically feasible; and

* Make "technical assistance requests", to give foreign and domestic communications
providers and device manufacturers a legal basis to provide voluntary assistance to
various Australian intelligence organizations and interception agencies relating to
issues of national interest, national security and law enforcement.

Organizations to which the AA Act applies will need to ensure customer terms and
conditions and any commitments made to customers generally are consistent with the
AA Act.

Security of Critical Infrastructure Act

The Security of Critical Infrastructure Act 2018 (Cth) ("SOCI Act") applies to organisations
that own or operate (or hold a direct interest in) assets in a range of sectors including
communications, energy, defence, financial services, transport, data processing or
storage, supermarket / grocery supply chains, health and medical, education and
space.

Amongst other obligations, organizations to which the SOCI Act applies must:

* Provide “operational” and ownership information to the Cyber Infrastructure
Security Centre for inclusion on the Register of Critical Infrastructure Assets, in
accordance with the requirements in Part 2 of the SOCI Act;

* Notify the Australian Signals Directorate ("ASD") of actual or imminent cyber security
incidents with an actual or likely relevant impact within 72 hours of the organisation
becoming aware, in accordance with the requirements set out in Part 2B of the
SOCI Act; and

* Implement and comply with a "risk management program", in accordance with the
requirements in Part 2A of the SOCI Act and the Security of Critical Infrastructure
(Critical infrastructure risk management program) Rules (LIN 23/006) 2023.

Generally, organisations to whom the SOCI Act applies or those that provide services
to relevant organisations should ensure that any terms and conditions deal with
compliance with the obligations under the SOCI Act.

Consumer Data Right

The Commonwealth Government is in the implementation phases of the Consumer
Data Right (“CDR”) following a number of policy reviews including the Productivity
Commission's "Data Availability and Use" report and the "Review into Open Banking in
Australia".
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Definitions

The CDR allows a consumer to obtain certain data held about that consumer by a third
party and require data to be given to accredited third parties for certain purposes. By
requiring businesses to provide public access to information on specified products
they have on offer, it is intended that consumers' ability to compare and switch
between products and services will be improved, as well as encouraging competition
between service providers, which could lead to better prices for customers and more
innovative products and services. In this way, the CDR provides a mechanism for
accessing a broader range of information within designated sectors than is provided
for by APP 12 in the Privacy Act, given it applies not only to data about individual
consumers but also to business consumers and related products.

The CDR rules have been implemented in respect of the banking and energy sector in
Australia. The non-bank lending sector is the next to be added to the CDR. Other
sectors across the economy will be added to the CDR over time.

The CDR regime addresses competition, consumer, privacy and confidentiality issues.
As such, it is regulated by the Australian Competition and Consumer Commission as
well as the OAIC.

Cyber Security Act

The Cyber Security Act 2024 (Cth) ("Cyber Security Act") establishes:

* a mandatory reporting requirement for ransomware payments — see Breach
Notification section below;

*+ a framework for the introduction of mandatory security standards for smart devices;

* a Cyber Review Board, which will conduct no-fault, post incident reviews of
significant cyber security incidents; and

* alimited use exception, which prevents information which is voluntarily provided to
certain Government departments from being used for enforcement purposes, and
is designed to encourage enhanced cooperation between industry and
Government during cyber incidents.

Definition of personal data

Personal data (referred to as "personal information" in Australia) means information or
an opinion about an identified individual, or an individual who is reasonably
identifiable, whether the information or opinion is true or not, and whether the
information or opinion is recorded in material form or not.

The Privacy Act currently contains an exemption for “employee records”, such that any
records containing personal information which an employer makes in connection with
a current or former employment relationship are exempt from the Privacy Act.
However there are some further carve outs to this (for example, the exemption does
not apply to contractors or unsuccessful applicants), and it is widely anticipated that
the employee records exemption will be removed from the Privacy Act as a result of
the ongoing review of the Privacy Act (see Enforcement).
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National data protection
authority

Registration

Definition of sensitive personal data

Sensitive personal data (referred to as "sensitive information" in Australia) means
information or an opinion about:

* Racial or ethnic origin;

* Political opinions;

* Membership of a political association;

* Religious beliefs or affiliations;

* Philosophical beliefs;

* Membership of a professional or trade association;

* Membership of a trade union;

*+ Sexual orientation or practices;

* Criminal record that is also personal information;

* Health information about an individual;

* Genetic information about an individual that is not otherwise health information;

* Biometric information that is to be used for the purpose of automated biometric
identification or verification; and / or

* Biometric templates.

The Information Commissioner, under the Office of the Australian Information
Commissioner ("OAIC") is the national data protection regulator responsible for Privacy
Act oversight.

175 Pitt Street
Sydney NSW 2000

T 1300 363 992

F+61 2 9284 9666

There is no registration requirement in Australia for data controllers or data
processing activities. Under the Privacy Act, organizations are not required to notify
the Information Commissioner of any processing of personal information.
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Data protection officers

Collection and processing

Organizations are not required to appoint a data protection officer. However, the
Information Commissioner has issued guidance recommending that organizations
appoint a data protection officer as good practice.

Organizations may not collect personal information unless the information is
reasonably necessary for one or more of its business functions or activities.

Under the Privacy Act, organizations must take reasonable steps to ensure that
personal information collected is accurate and up-to-date.

At or before the time organizations collect personal information, or as soon as
practicable afterwards, they must take reasonable steps to provide individuals with
notice of:

* The organization’s identity and contact information;

* Why it is collecting (or how it will use the) information about the individual;
* The entities or types of entities to which it might give the personal information;

* Any law requiring the collection of personal information;

* The main consequences (if any) for the individual if all or part of the information is
not provided;

* The fact that the organization’s privacy policy contains information about how the
individual may access and seek correction of their personal information, how they
may make a complaint about a breach of the APPs and how the organization will
deal with such complaint; and

* Whether the organization is likely to disclose their personal information to overseas
recipients and, if so, the countries in which such recipients are likely to be located (if
it is practicable to specify those countries in the notification or to otherwise make
the individual aware of them).

Organizations should comply with these notification requirements by preparing a
collection statement” or “privacy notice” for each significant collection of personal
information, and providing this to individuals prior to collecting their personal
information.

This notification requirement applies in addition to the requirement for organisations
to maintain a broader privacy policy, which details the general personal information
handling processes of the organisation. APP 1 lists the information which is required to
be included in a privacy policy.

In practice, a major Privacy Act compliance issue often arises because organizations
fail to recognize that the mandatory notice requirements outlined above also apply to
any personal information collected from a third party. Organizations must provide
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individuals with required notice on receipt of personal information from a third party,
even though they did not collect personal information directly from the individual.
Unlike Europe, Australian privacy law does not distinguish between "data processors"
and "data controllers".

Organizations must not use or disclose personal information about an individual
unless one or more of the following applies:

* The personal information was collected for that purpose (the primary purpose) or a
different (secondary) purpose which is related to (and, in the case of sensitive
information, directly related to) the primary purpose of collection and the individual
would reasonably expect the organization to use or disclose the information for
that secondary purpose;

* The individual consents;

* A'"permitted general situation" or "permitted health situation" exists; for example,
the entity has reason to suspect that unlawful activity relating to the entity's
functions has been engaged in, or there is a serious threat to the health and safety
of an individual or the public; or

* Itis required or authorized by law or on behalf of an enforcement agency.

In the case of use and disclosure for the purpose of direct marketing, organizations
are required to ensure that:

* The information used is not sensitive information;

* Either the individual has consented or would reasonably expect the organisation to
use or disclose the information for direct marketing, or it is impracticable to seek
the individual’s consent, and (among other things) the individual is told that they
can opt out of receiving marketing from the organization;

* Each direct marketing communication includes a simple means by which the
individual can opt out; and

* The individual has not previously requested to opt out of receiving direct marketing
communications.

The above direct marketing requirements apply to all forms of direct marketing.
Additionally, specific requirements for commercial electronic messaging are outlined in
Electronic Marketing.

If an organization plans to use personal information in wholly or substantially
automated decision making that could reasonably be expected to significantly affect
the rights or interests of an individual, from late 2026 onwards, the organization must
include details of the use of automated decision making in its privacy policy.

The Privacy Act affords additional protections when processing involves sensitive
information. Organizations are prohibited from collecting sensitive information from
an individual unless certain limited requirements are met, including one or more of the
following:
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Transfer

* The individual has consented to the collection and the collection of the sensitive
information is reasonably necessary for one or more of the entity's functions or
activities;

* Collection is required or authorized by law or a court / tribunal order;

* A'"permitted general situation" or "permitted health situation" exists; for example,
the entity has reason to suspect that unlawful activity relating to the entity's
functions has been engaged in, or there is a serious threat to the health and safety
of an individual or the public;

* The entity is an enforcement body and the collection is reasonably necessary for
that entity's functions or activities; and

* The entity is a nonprofit organization and the information relates to the activities of
the organization and solely to the members of the organization (or to individuals
who have regular contact with the organization relating to its activities).

Organizations must provide individuals with access to their personal information held
by the organization upon an individual’s request. Additionally, individuals have a right
to correct inaccurate, out-of-date, and irrelevant personal information held by an
organization. Under certain circumstances, the organization may limit the extent to
which it provides an individual with access or correction rights, including in emergency
situations, specified business imperatives, and law enforcement or other public
interests.

Further, organizations must provide individuals with the option to not identify
themselves, or use a pseudonym, when dealing with the organization, unless it is
impractical to do so or the organization is required or authorized by law to deal with
identified individuals.

Unless certain limited exemptions under the Privacy Act apply, personal information
may only be disclosed to an organization outside of Australia where the entity has
taken reasonable steps to ensure that the overseas recipient does not breach the
APPs (other than APP 1) in relation to the personal information. The disclosing /
transferring entity will generally remain liable for any act(s) done or omissions by that
overseas recipient that would, if done by the disclosing organization in Australia,
constitute a breach of the APPs. However, this provision will not apply where any of the
following apply:

* The organization reasonably believes that the recipient of the information is subject

to a law or binding scheme which effectively provides for a level of protection that is
at least substantially similar to the Privacy Act, including as to access to mechanisms
by the individual to take action to enforce the protections of that law or binding
scheme. There can be no reliance on contractual provisions requiring the overseas
entity to comply with the APPs to avoid ongoing liability (although the use of
appropriate contractual provisions is a step towards ensuring compliance with the
'reasonable steps' requirement);

The individual consents to the transfer. However, under the Privacy Act the
organization must, prior to receiving consent, expressly inform the individual that if
he or she consents to the overseas disclosure of the information the organization
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Security

Breach notification

will not be required to take reasonable steps to ensure the overseas recipient does
not breach the APPs;

* A'"permitted general situation" applies;
* The disclosure is required or authorized by law or a court / tribunal order; or

* Adeclaration of equivalency has been made by the Governor-General permitting
the overseas transfer of personal information to a recipient in a country which has
laws substantially similar to the Privacy Act. No declarations of equivalency have
been made as yet by the Governor-General.

An organization must have appropriate security measures in place (i.e. take reasonable
steps) to protect any personal information it retains from misuse and loss and from
unauthorized access, modification or disclosure. The recent changes to the Privacy Act
confirm that the reasonable steps required to be taken include both technical and
organizational measures.

The OAIC has issued detailed guidance on what it considers to be reasonable steps in
the context of security of personal information, which we recommend be reviewed and
implemented. Depending on the organization, and how and by which government
agency it is regulated, as noted above specific requirements or expectations may also
exist and with which organizations should be familiar. An organization must also take
reasonable steps to destroy or permanently de-identify personal information if it is no
longer needed for the purpose(s) for which it was collected.

Eligible data breaches

Entities with obligations to comply with the Privacy Act must comply with the
mandatory data breach notification regime under the Privacy Act.

The mandatory data breach notification includes data breaches that relate to:

* Personal information;
* Credit reporting information;
* Credit eligibility information; and

* Tax file numbers.

In summary, the regime requires organizations to notify the OAIC and affected
individuals of "eligible data breaches" (in accordance with the required contents of a
notice). Where it is not practicable to notify the affected individuals individually, an
organization that has suffered an eligible data breach must make a public statement
on its website containing certain information as required under the Privacy Act, and
take reasonable steps to publicise the contents of the statement.
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An "eligible data breach" occurs when all of the following conditions are satisfied in
relation to personal information, credit reporting information, credit eligibility
information or tax file information:

* There is unauthorized access to, or unauthorized disclosure of, or loss of the
information in circumstances where unauthorised access to, or unauthorised
disclosure of, the information is likely to occur;

* Areasonable person would conclude that the access or disclosure, or loss would be
likely to result in serious harm to any of the individuals to which the information
relates; and

* Prevention of the risk of serious harm through remedial action has not been
successful.

While "serious" harm is not defined in the legislation, the OAIC has released guidance
on how serious harm may be interpreted and assessed by organizations. There are a
number of key criteria to examine when determining if "serious" harm is likely to result
from a breach which should be assessed holistically and take into account: the kinds of
information, sensitivity, security measures protecting the information, the nature of the
harm (i.e. physical, psychological, emotional, financial or reputational harm) and the
kind(s) of person(s) who may obtain the information.

The regime also imposes obligations on organizations to assess within 30 calendar
days whether an eligible data breach has occurred where the organization suspects
(on reasonable grounds) that an eligible data breach has occurred, but that suspicion
does not amount to reasonable grounds to believe that an eligible data breach has
occurred.

There are various exceptions to the requirement to notify affected individuals and / or
the OAIC of a data breach notification including in instances where law enforcement
related activities are being carried out or where there is a written declaration by the
Information Commissioner.

The introduction of the regime has resulted in many organizations requiring detailed
contractual obligations with third party suppliers in relation to cybersecurity and the
protection of personal information of their customers / clients. Complimenting this
regime, the OAIC has also released several guidance notes relating to the regime
which include topics such as the security of personal information and whilst these are
not legally binding, they are considered industry best practice.

In the event of an eligible data breach, the Australian Attorney-General may make an
eligible data breach declaration to allow the sharing of personal information following
a notifiable data breach for the purpose of preventing or reducing the risk of harm to
individuals. This would allow, for example, details of individuals impacted by an eligible
data breach to be shared with banks so that the necessary protective measures could
be applied to their accounts.

Other notification obligations


https://www.dlapiperdataprotection.com/

Enforcement

Further, organizations may have additional obligations to notify other regulators of
data breaches in certain circumstances including under the Prudential Standard CPS
234 Information Security ("CPS 234") which aims to strengthen APRA-regulated
entities' resilience against information security incidents (including cyberattacks), and
their ability to respond swiftly and effectively in the event of a breach. CPS 234 applies
to all APRA-regulated entities who among other things, are required to notify APRA
within 72 hours "after becoming aware" of an information security incident and no
later than 10 business days after "it becomes aware of a material information security
control weakness which the entity expects it will not be able to remediate in a timely
manner".

The Cyber Security Act introduces a mandatory reporting requirement where a
ransomware payment (or other benefit) is paid to an extorting entity. The aim is to give
the Australian Government greater visibility over the extent of the threat which
ransomware poses to organizations.

Organisations which exceed the turnover threshold must report to the designated
Commonwealth body within 72 hours if:

* a cyber security incident has occurred, is occurring or is imminent and has had, is
having or could reasonably be expected to have, a direct or indirect impact on a
reporting business entity; and

* the reporting business entity or a related entity has provided a payment to the
extorting entity that is directly related to a demand made by the extorting entity.

The Information Commissioner is responsible for the enforcement of the Privacy Act
and will investigate an act or practice if the act or practice may be an interference with
the privacy of an individual and a complaint about the act or practice has been made.
Generally, the Information Commissioner prefers mediated outcomes between the
complainant and the relevant organization. Importantly, where the Information
Commissioner undertakes an investigation of a complaint which is not settled, it is
required to ensure that the results of that investigation are publicly available.
Currently, this is undertaken by disclosure through the OAIC website of the entire
investigation report.

The Information Commissioner may also investigate any "interferences with the
privacy of an individual" (i.e. any breaches of the APPs) on its own initiative (i.e. where
no complaint has been made) and the same remedies as below are available. With a
number of large scale, high profile data breaches occurring in Australia recently, the
Information Commissioner appears to be adopting a more proactive and more
publicised approach to investigation and enforcement action. The Information
Commissioner's proactive approach to enforcement will be enhanced by the measures
in the Privacy Act Amendment Act, which includes the ability to issue infringement
notices in relation to some civil penalties (see below) and hold public inquiries into
privacy matters.

After investigating a complaint, the Information Commissioner may dismiss the
complaint or find the complaint substantiated and make declarations that the
organization rectify its conduct or that the organization redress any loss or damage
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suffered by the complainant (which can include non-pecuniary loss such as awards for
stress and / or humiliation). The maximum penalties that may be sought by the
Information Commissioner and imposed by the Courts for serious interferences with
the privacy of individuals are the greater of (i) AUD$ 50 million, (i) three times the
benefit of a contravention, or (iii) (where the benefit cannot be determined) 30% of
domestic turnover. As a result of the Privacy Act Amendment Act, a lower civil penalty
of up to AUD$ 3.3 million (using current penalty units) will apply for non-serious
interferences with privacy.

The Privacy Act Amendment Act also allows the Commissioner to issue infringement
notice, which will result in payment of civil penalties, for specific breaches of the APPs.
These are breaches which are considers to be administrative in nature, and include
non-compliant privacy policies, failure to provide appropriate opt-out mechanisms for
direct marketing and failure to deal with correction requests.

The sending of electronic marketing (referred to as "commercial electronic messages"”
in Australia) is regulated under the Spam Act 2003 (Cth) (“Spam Act”) and enforced by
the Australian Communications and Media Authority ("TACMA").

Under the Spam Act, a commercial electronic message (which includes emails and
SMS's sent for marketing purposes) must not be sent without the prior opt-in consent
of the recipient. In a Statement of Expectations released by ACMA on 1 July 2024,
ACMA recommends obtaining express consent based on clear terms and conditions
which are accessible to recipients at the time of seeking consent, such as via filling in a
form, ticking a box on a website, over the phone or face to face.

In addition, each electronic message (which the recipient has consented to receive)
must identify the sender and contain a functional unsubscribe facility to enable the
recipient to opt out of receiving all future electronic marketing. The facility should not
require customers to log into accounts or charge customers a fee to unsubscribe.
Requests to unsubscribe must be processed within 5 business days.

A failure to comply with the Spam Act (including unsubscribing a recipient that uses
the unsubscribe facility) may have costly consequences, with repeat offenders facing
penalties of up to AUD$2.2 million (using current penalty units) per day.

There are no laws or regulations in Australia specifically relating to online privacy,
beyond the application of the Privacy Act, the Spam Act and State and Territory privacy
laws relating to online / e-privacy, and other specific laws regarding the collection of
location and traffic data. Specifically, the are no specific legal requirements regarding
the use of cookies (or any similar technologies). If the cookies or other similar
technologies collect personal information of a user the organization must comply with
the Privacy Act in respect of collection, use, disclosure and storage of such personal
information. App developers must also ensure that the collection of customers'
personal information complies with the Privacy Act and the Information Commissioner
has released detailed guidance on this.
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