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Introduction

Welcome to the 2025 edition of DLA Piper's Data Protection Laws of the
World Handbook. Since the launch of our first edition in 2012, this
comprehensive guide has been a trusted resource for navigating the
complex landscape of privacy and data protection laws worldwide. Now in
its fourteenth edition, the Handbook has grown to provide an extensive
overview of key privacy and data protection regulations across more than
160 jurisdictions. As we step into 2025, the global landscape of data
protection and privacy law continues to evolve at an unprecedented pace.
With new legislation emerging in jurisdictions around the world,
businesses face a growing need to stay informed and agile in adapting to
these changes. This year promises to bring new developments and
challenges, making the Handbook an invaluable tool for staying ahead in
this ever-changing field.

Europe

Established data protection laws in Europe continue to evolve through
active regulatory guidance and enforcement action. In the United
Kingdom, the UK government has proposed reforms to data protection
and e-privacy laws through the new Data (Use and Access) Bill (‘DUAB").
The DUAB follows the previous government’s unsuccessful attempts to
reform these laws post-Brexit, which led to the abandonment of the Data
Protection and Digital Information (No.2) Bill (‘DPDI Bill*), in the run-up to
the general election. Although the DUAB comes with some bold
statements from the government that it will “unlock the power of data to
grow the economy and improve people’s lives”, the proposals represent
incremental reform, rather than radical change.

United States

In the United States, legislation on the federal and in particular state level
continues to evolve at a rapid pace. Currently, the US has fourteen states
with comprehensive data privacy laws in effect and six state laws will take
effect in 2025 and early 2026. Additionally, at the federal level, the new
administration has signaled a shift in enforcement priorities concerning
data privacy. Notably, there is a renewed focus on the regulation of
artificial intelligence (AI), with an emphasis on steering away from
regulation and promoting innovation. This includes the revocation of
previous executive orders related to Al and the implementation of new
directives to guide Al development and use.

In the realm of children's privacy, many of the new administration's
supporters in Congress have indicated a desire to make the protection of
children on social media a top priority, and new leadership at the Federal
Trade Commission (FTC) appears aligned on this goal, albeit with a
willingness to take another look at the recently adopted amendments to
the Children's Online Privacy Protection Act (COPPA) Rule. Health data
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privacy remains a critical concern, with a handful of states following
Washington state's lead in enhancing or adopting health data privacy laws.
On the international data transfer front, Executive Order (E.O.) 14117 “
Preventing Access to Americans’ Bulk Sensitive Personal Data and United
States Government-Related Data by Countries of Concern” as
supplemented by the DOJ’s final Rule will impact companies transferring
data into certain jurisdictions, such as China, Iran and Russia. Another area
of focus for companies with an EU presence will be the Trump
administration's approach to the Privacy and Civil Liberties Oversight
Board, as itis a critical pillar of the EU/UK/Swiss-US Data Privacy
Framework.

Asia, the Middle East, and Africa

Nowhere is the data protection landscape changing faster —and more
fundamentally — than in Asia, with new laws in India, Indonesia, Australia
and Saudi Arabia, as well continued new data laws and regulations in China
and Vietnam. The ever-evolving data laws, as well as the trend towards
regulating broader data categories (beyond personal data), in these
regions continue to raise compliance challenges for multi-national
businesses.

Emerging trends in data governance

Unlocking data, regulating the relentless advance of Al, creating fairer
digital markets and safeguarding critical infrastructure against the ever
growing cyber threat, continue to impact and overlap with the world of
data protection and privacy. Perhaps most notably, the EU have introduced
a raft of new laws forming part of its ambitious digital decade, which will
bring huge change to businesses operating within the EU. With the rapid
adoption of artificial intelligence enabled solutions and functionality, data
protection supervisory authorities have been closely scrutinising the
operation of Al technologies and their alignment with privacy and data
protection laws. For businesses, this highlights the need to integrate date
protection compliance into the core design and functionality of their Al
systems. In the midst of this, the privacy community found itself at the
centre of an emerging debate about the concept of ‘Al governance’. This is
not a surprising development — Al systems are creatures of data and the
principle-based framework for the lawful use of personal data that sits at
the heart of data protection law offers a strong starting point for
considering how to approach the safe and ethical use of Al As Al
technologies advance, so will regulatory expectations. It is expected that
regulatory scrutiny and activity will continue to escalate and accelerate in
tandem with the increase in integration of powerful Al models into existing
services to enrich data. Whilst privacy professionals cannot tackle the Al
challenge alone, expect them to continue to be on the front lines
throughout 2025 and beyond.
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Disclaimer

This handbook is not a substitute for legal advice. Nor does it cover all
aspects of the legal regimes surveyed, such as specific sectorial
requirements. Enforcement climates and legal requirements in this area
continue to evolve. Most fundamentally, knowing high-level principles of
law is just one of the components required to shape and to implement a
successful global data protection compliance program.
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Singapore

Data protection laws Singapore enacted the Personal Data Protection Act of 2012 (No. 26 of 2012) on
October 15, 2012, and it was subsequently amended / enhanced via the Personal Data
Protection (Amendment) Act 2020 (together, the “Act”).

The Act has extraterritorial effect, meaning it applies to organizations collecting, using
or disclosing personal data in Singapore whether or not the organization itself has a
physical presence or is registered as a company in Singapore.

In addition to the Act, the Singapore data protection regime consists of various
general or sector / industry-specific guidelines issued by the Personal Data Protection
Commission (“Commission”). While these guidelines are advisory in nature and not
legally binding, they indicate the manner in which the Commission will interpret the
Act. Therefore, it is best practice to carefully observe and follow these guidelines.

The data protection obligations under the Act do not apply to the public sector, to
whom separate rules under the Government Instruction Manual 8 (“IM8”) and the
Public Sector (Governance) Act apply. Collectively, these rules provide comparable
standards of data protection compared to the Act, including similar investigations and
enforcement actions taken against data security breaches. The Public Sector Data
Security Review Committee was convened on March 31, 2019 to conduct a
comprehensive review of data security policies and practices across the public sector.
The Government implemented its recommendations and adopted changes to its data
security measures. Examples include:

* Requiring officers to password-protect files containing sensitive data when sending
out; and

* Enhancing the data incident management framework with standardized process to
notify affected individuals in data incidents and conduct post-incident inquiry.

Definitions Definition of personal data
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Personal data is defined in the Act to mean data, whether true or not, about an
individual (whether living or recently deceased*) who can be identified from:

* that data; or

* that data and other information to which the organization has, or is likely to have
access.

*The Act's application to recently deceased individuals is limited to
disclosure and protection of personal data where such data is about an
individual who has been deceased for ten years or fewer.

The data protection obligations under the Act do not apply to business contact
information. This excludes from the Act the following if provided solely for business
purposes:

* Name;

* Position name or title;

* Business telephone number;

* Business address;

* Business electronic mail address;

* Business fax number.

It is important to note that the Act still governs business contact information provided
by individuals solely in their personal capacity. Where the purposes of provision of
business contact information are mixed (that is, for both business and personal
purposes), the Act does not apply.

Definition of sensitive personal data

There is no definition of sensitive personal data in the Act.

However, non-binding guidance from the Commission indicates that sensitivity of data
is a factor for consideration in implementing policies and procedures to ensure
appropriate levels of security for personal data. For example, encryption is
recommended for sensitive data stored in an electronic medium that has a higher risk
of adversely affecting the individual should it be compromised. Where any personal
data collected is particularly sensitive (e.g. regarding physical or mental health), as a
matter of best practice, such data should only be used for limited purposes and the
security measures afforded to such data should take into account the sensitivity of the
data.

In addition, the non-binding guidelines issued by the Commission also provide that, in
its calculation of financial penalties for breaches of the Act, the Commission would
consider whether the organization in question is in the business of handling large
volumes of sensitive personal data, the disclosure of which may cause exceptional
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National data protection
authority

damage, injury or hardship to an individual (such as medical or financial data), but it
has failed to put in place adequate safeguards proportional to the harm that might be
caused by disclosure of such personal data.

The Commission has also issued a set of advisory guidelines to impose restrictions on
the collection, use and disclosure of National Identification Registration Card (“NRIC”)
numbers, due to the sensitive nature of the information contained in NRICs (and other
similar forms of identification). Organizations are not permitted to collect either the
NRIC number or the physical cards or other similar forms of identification unless the
organization is permitted to do so under the law or if the collection is necessary for the
verification of an individual's identity to “high degree of fidelity” (where it is extremely
important the individual’s identity is verified, and failure to do so may, for example,
pose a significant safety or security risk).

The Commission also advises against the use of NRIC numbers by individuals as
passwords and the use of NRIC numbers by organizations to authenticate an individual’
s identity or set default passwords. That said, it is worth noting that the guidelines
outlined above are subject to potential change, as the Commission is in the process of
reviewing and updating the NRIC-related advisory guidelines according to a statement
dated 14 December 2024.

The Commission has also made it clear in advisory guidelines that the personal data of
children is generally considered to be sensitive personal data and must be accorded a
higher standard of protection.

Personal Data Protection Commission
Address

10 Pasir Panjang Road #03-01
Mapletree Business City
Singapore 117438

Telephone

+65 6377 3131
Fax

+65 6577 3888
Email

info@pdpc.gov.sg

Website

www.pdpc.gov.sg
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Registration

Data protection officers

Collection and processing

There are no registration requirements under the Act.

While not a requirement, the Commission strongly encourages organizations to
register their Data Protection Officers ("DPOs") with the Commission via the
Commission's website, to assist DPOs in keeping up to date with developments in the
law. Organisations may also choose to register their DPOs’ business contact
information as part of their Accounting and Corporate Regulatory Authority (“ACRA”)
Bizfile details, so that these will show up in search results on the ACRA website.

It is mandatory for each organization to appoint one or more DPOs to be responsible
for ensuring the organization’s compliance with the Act. An organization may appoint
one person or a team of persons to be its DPO. Once appointed, the DPO may in turn
delegate certain responsibilities, including to non-employees of the organization. The
business contact information of the DPO must be made available to the public.

While there is no requirement for the DPO to be a citizen or resident in Singapore, the
Commission suggests that the DPO should be readily contactable from Singapore,
available during Singapore business hours and, where telephone numbers are
provided, these should be Singapore telephone numbers.

Failure to appoint a DPO may lead to a preliminary investigation by the Commission. If
an organization or an individual fails to cooperate with the investigation, this will
constitute an offence. As a result, an individual may be subject to a fine of up to SGD
10,000 or imprisonment for a term not exceeding 12 months, or to both. An
organization may be subject to a fine of up to SGD 100,000.

Organizations may only collect, use or disclose personal data in the following scenarios:

* They obtain express consent from the individual prior to the collection, use, or
disclosure of the personal data (and such consent must not be a condition of
providing a product or service, beyond what is reasonable to provide such product
or service; and must not be obtained through the provision of false or misleading
information or through deceptive or misleading practices), and have also provided
the relevant data protection notice (notifying purposes of collection, use and
disclosure) to the individual before, or at the time when they are collecting, using or
disclosing the personal data. It is also possible to obtain the deemed consent of the
individual to the collection, use, or disclosure of the personal data in accordance
with the relevant conditions of the Act (see the Personal Data Protection
Regulations 2021).

* Where the limited specific exclusions prescribed in the Act apply (if no consent or
deemed consent is given). Such exclusions include vital interests of individuals,
matters affecting public, legitimate interests, business asset transactions, business
improvement purposes and other additional bases.

The Act currently in force expanded the concept of “deemed consent” to cover
circumstances where: (i) the collection, use or disclosure of personal data is reasonably
necessary to conclude or perform a contract or transaction; or (i) (a) where individuals
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Transfer

have been notified of the purpose of the intended collection, use or disclosure of
personal data, given a reasonable opportunity to opt-out, and have not opted out, and
(b) the organization has conducted an assessment on the likely adverse effect on such
individuals, and identified and put in place reasonable measures to eliminate, reduce
the likelihood of or mitigate any such adverse effect.

An individual may at any time withdraw any consent given, or deemed given under the
Act, upon giving reasonable notice to the organization.

Further, any collection, use or disclosure of the personal data must only be for the
purposes that a reasonable person would consider appropriate in the circumstances,
and for purposes to which the individual has been notified of. Such notification must
be made in accordance with the requirements of the Act.

An organization must also do all of the following:

* Make information about its data protection policies, practices and complaints
process publicly available.

*+ Cease to retain personal data or anonymize it where it is no longer necessary for
any business or legal purpose. Ensure personal data collected is accurate and
complete if likely to be used to make a decision about the individual or disclosed.

* Respond to requests by data subjects under their statutory rights, including a new
right of data portability (this right is expected to come into force soon).

Data intermediaries that process personal data on behalf of another organization (i.e.
data controller) pursuant to a written contract are exempt from most of the data
protection obligations under the PDPA. However, data intermediaries are directly liable
under two specific obligations relating to the retention (see above) and protection (see
Security) of personal data.

Data protection management program (“DPMP”) and data protection impact
assessment (“DPIA”) guides were published by the Commission in November 2017 and
updated in September 2021.

In disclosing or transferring personal data to onshore third parties (including affiliates),
an organization should ensure that it has obtained the individual's deemed or express
consent to such transfer (unless exemptions apply) and, if this was not done at the
time the data was collected, additional consent will be required (unless exemptions

apply).

It is also a requirement under the Act for organizations to enter into written
agreements with their data intermediaries to whom they transfer personal data and
who process such data on behalf of the organizations.

The Act also contains offshore transfer restrictions, which require an organization to
ensure that the receiving organization has in place "comparable protection" to the
standards set out in the Act when transferring personal data outside of Singapore.
Mechanisms to achieve this include (this is not a comprehensive list): data transfer
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Security

Breach notification

agreements (for which the Commission has released suggested sample clauses); the
individual has given consent (provided required notices have been given to the
individual setting out the basis upon which their data will be protected in the country
or territory to which their personal data will be transferred); and where transfers are
considered necessary in certain prescribed circumstances (which include in connection
with performance of contracts between the transferring organization and the
individual, subject to certain conditions being met). An organization may apply to be
exempted from any requirement prescribed under the Act in respect of any transfer of
personal data out of Singapore. An exemption may be granted on such conditions as
the Commission may require.

The Amendment Act provides for a new right of data portability on electronic data (this
right is expected to come into force soon). Individuals may request an organization (*
Porting Organization”) to transmit certain data about them to another organization.
The Porting Organization must have an ongoing relationship with the individual, and
have collected or created such data.

The Commission has published guides to data sharing (covering intragroup and third
party sharing) with practical nonbinding guidance on data transfer / sharing for
organizations, as well as DPMP and DPIA guides (see Collection & Processing).

Organizations must protect personal data in their possession or under their control by
making reasonable security arrangements to prevent unauthorized access, collection,
use, disclosure, copying, modification, disposal, the loss of any storage medium or
device on which personal data is stored, or similar risks. Data intermediaries are also
directly liable and subject to the same security obligation. The Act does not specify
security measures to adopt and implement, however the Commission has issued best
practice guidance which provides specific examples, including with respect to cloud
computing and IT outsourcing.

Under the current Act, where an organization has reason to believe that a data breach
affecting personal data in its possession or under its control has occurred, it must
conduct, in a reasonable and expeditious manner, an assessment of whether the data
breach is a “notifiable data breach” (as defined in the current Act). A data breach
means (a) the unauthorised access, collection, use, disclosure, copying, modification or
disposal of personal data, or (b) the loss of any storage medium or device on which
personal data is stored in circumstances where the unauthorised access, collection,
use, disclosure, copying, modification or disposal of the personal data is likely to occur.
A data breach constitutes a “notifiable data breach” if:

i. itresultsin, oris likely to result in, significant harm to the affected individuals
(including one that compromises personal data prescribed under the Personal
Data Protection (Notification of Data Breaches) Regulations 2021); or

ii. itis of a significant scale (i.e. one that affects 500 or more individuals).

An organization must notify the Commission as soon as practicable and in any case no
later than three calendar days after the day the organization makes the above
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Enforcement

assessment of a notifiable data breach. If the data breach results in, or is likely to result
in, significant harm to the affected individual(s), an organization must also notify each
affected individual in any manner that is reasonable in the circumstances.

The Personal Data Protection (Notification of Data Breaches) 2021 sets out the list of
information to be included in notifications to the Commission and affected individuals.

Where a data breach is discovered by a data intermediary, the data intermediary must
notify the organization (i.e. data controller) without undue delay from the time the data
intermediary has credible grounds to believe that a data breach has occurred in
relation to personal data that it is processing on behalf of and for the purposes of the
organization. Upon notification by the data intermediary, the organization must
conduct an assessment of whether the data breach is a notifiable data breach.

In addition, the Cybersecurity Act 2018 (“CSA”) was passed in Singapore in early 2019.
The CSA primarily contains obligations applicable to organizations which have been
designated as owners of critical information infrastructure. In particular, if your
organization has been designated by the Cybersecurity Commissioner as the owner of
a critical information infrastructure, additional obligations will apply to your
organization in relation to data breach incident handling and notification. The CSA was
amended in 2024, introducing obligations on organizations beyond the owners of
critical information infrastructure, including foundational digital infrastructure service
providers, entities of special cybersecurity interest and systems of temporary
cybersecurity concern, to ensure that the CSA keeps pace with technological
developments and industry practices.

Enforcement of the Act is carried out by the Commission, which include giving
directions to an organization to do any of the following:

* Stop collection, use or disclosure of personal data in contravention of the Act;
* Destroy personal data collected in contravention of the Act;
* Provide or refuse access to or correction of personal data;

* Pay a financial penalty of either up to (i) 10% of an organization’s annual turnover in
Singapore for those with annual turnover in Singapore that exceeds SGD 10 million,
or (ii) SGD 1 million.

These directions may be registered with the Singapore District Courts so that they may
have the force and effect of an order of court.

The Commission issued revised Advisory Guidelines on Enforcement Data Protection
Provisions on 1 February 2021.

Further, new criminal offences are in force to hold individuals accountable for
egregious mishandling of personal data, including knowing or reckless unauthorized
disclosure, unauthorised re-identification of anonymized data, or use of personal data
for a gain or to cause harm or loss to another person.
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Electronic marketing

Guidelines published by the Commission indicate how in practice the Commission
proposes to handle complaints, reviews and investigations of breaches of the data
protection rules under the Act, and to approach enforcement and sanctions. Amongst
other things, they set out the Commission's enforcement objectives, and guidance
regarding the mitigating and aggravating factors that the Commission will take into
account when issuing directions and sanctions (for example, prompt initial response
and resolution of incidents; cooperation with investigations; and breach notification).
The Commission has in the past couple of years stepped up its efforts to enforce the
Act, highlighting the growing risks of non-compliance with the Act in Singapore.

Directions or decisions given are subject to reconsideration by the Commission, upon
written application by any aggrieved party.

Directions, decisions or reconsiderations of the Commission may also be subject to
appeal to a Data Protection Appeal Committee, unless the direction or decision to be
appealed is the subject of an application for reconsideration, in which case such
appeal would be deemed withdrawn.

Directions may only be appealed to the High Court and Court of Appeal with regard to
the following:

* A point of law arising from a direction or decision of the Appeal Committee

* Any direction of the Appeal Committee as to the amount of a financial penalty

Any person who has suffered loss or damage directly as a result of a contravention of
the Act is also entitled to pursue a private action in court. However, where the
Commission has made a decision with regard to the said loss or damage, a right of
private action will only be possible after the decision has become final as a result of
there being no further right of appeal. The court may grant to the plaintiff all or any of
the following:

* Relief by way of injunction or declaration
* Damages

* Such other relief as the court thinks fit

The data protection principles in the Act apply to any marketing activities (including
electronic marketing) which involve the collection, use or disclosure of personal data.

In addition, any organization or person that wishes to engage in any telemarketing
activities will need to comply with the "Do Not Call" provisions under the Act. Generally,
a person or organization who wishes to send marketing messages to a Singapore
telephone number should first obtain the clear and unambiguous consent of the
individual to the sending of the messages to such Singapore telephone number. The
consent must:

* be evidenced in written or other form so as to be accessible for subsequent
reference;
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Online privacy

* not be a condition for supplying goods, services, land, interest or opportunity; and

* not be obtained through the provision of false or misleading information or
through deceptive or misleading practices.

In the absence of such consent, organizations must check and ensure that the
telephone number is not on a Do-Not-Call register maintained by the Commission (*
DNC Register”). There are also other requirements, including a duty to identify the
sender of the marketing message and provide clear and accurate contact information,
as well as a duty not to conceal the calling line identity of any voice calls containing
such marketing messages. An individual may at any time apply to the Commission to
add or remove his Singapore telephone number on the DNC Register.

Further, the current Act provides the role of “checkers” which are entities that provide
information for gain on whether a Singapore telephone number is listed in the DNC
Register for the purposes of another organization’s obligations under the Act. It
imposes obligations on third party checkers, and checkers will be liable for DNC
infringements resulting from any erroneous information provided by them.

The Act will apply to marketing messages addressed to a Singapore telephone number
in the following circumstances:

* The sender of the marketing message is present in Singapore when the message
was sent.

* The recipient of the marketing message is present in Singapore when the message
is accessed.

Electronic marketing activities are also regulated under the Spam Control Act 2007 (
"SCA"), to the extent that such activities involve the sending of unsolicited commercial
communications in bulk by electronic mail or by SMS or MMS to a mobile telephone
number.

The DNC provisions under the current Act include a prohibition on sending messages
to telephone numbers generated or obtained through dictionary attacks (generating
telephone numbers by combining numbers into numerous permutations) or address-
harvesting software. Related amendments to the SCA to prohibit sending unsolicited
electronic messages to instant messaging accounts are also in force.

The Commission issued the revised Advisory Guidelines on the Do Not Call Provisions
on February 1, 2021.

Currently, there are no specific requirements relating to online privacy (including
cookies and location) under the Act. Nevertheless, an organization that wishes to
engage in any online activity that involves the collection, use or disclosure of personal
data will still need to comply with the general data protection obligations under the
Act. For example, if an organization intends to use cookies to collect personal data, it
must obtain consent before use of any such cookies. For details of the consent
required, please see Collection & Processing. The Commission has published
nonbinding guidelines providing practical tips on pertinent topics such as securing
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electronic personal data, building websites, the capture of IP addresses and the use of
cookies.
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